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MyFost Partner API

 The Swagger documentation is a guide to the MyFost
Partner API objects and methods. You can find the
description of all available objects, attributes, methods
and parameters.

¢} swagger https:i/localhost 44310/swagger/docs/ivl Explore

MyFost API 1.0

https://myfostpartnerapi.fostacc.be/swagger

ApplicationRoleAuthorization Show/Hide | List Operations | Expand Operations
City Show/Hide | List Operations | Expand Operations
CollectionPoint Show/Hide | List Operations | Expand Operations
Contract Show/Hide | List Operations | Expand Operations
Country Show/Hide | List Operations | Expand Operations
CountryTr Show/Hide | List Operations | Expand Operations
Glassbin Show/Hide | List Operations | Expand Operations
LuAction Show/Hide | List Operations | Expand Operations
LuActionTr Show/Hide | List Operations | Expand Operations
LuActivity Show/Hide | List Operations | Expand Operations
LuApplicationRole Show/Hide | List Operations | Expand Operations
LuApplicationRoleTr Show/Hide | List Operations | Expand Operations
LuCollectingSystem Show/Hide | List Operations | Expand Operations
LuContainerType Show/Hide | List Operations | Expand Operations
LuFraction Show/Hide | List Operations | Expand Operations
LuFractionLuMaterial Show/Hide | List Operations | Expand Operations
LuLanguage Show/Hide | List Operations | Expand Operations
LuMaterial Show/Hide | List Operations | Expand Operations
LuParty Type Show/Hide | List Operations | Expand Operations

LuResource Show/Hide | List Operations | Expand Operations


https://myfostpartnerapi.fostacc.be/swagger

MyFost Partner API

 The MyFost Partner API Swagger provides
 An overview of all available objects is listed
« Each object has an overview of its methods

« Each method has an example response value and request
parameters to fill in for testing.

ApplicationRoleAuthorization Show/Hide | List Operations | Expand Operations
Clty Show/Hide )perations | Expand Operations
CollectionPoint Show/Hide = List Operations = Expand Operations

/olympus/avaldeclaration/callectionPoint
lolympus/avaldeclaration/collectionPoint/LuCollectionPointType

/olympus/avaldeclaration/callectionPoint/CollectionPointOpeningPeriods

Response Class (Status 200)
OK

Model Example Value

! I
"CollectionPointOpeningPeriods”: [
1
"Id": 8,
"CollectionPointId": @,

“"OpeningHourPeriodFromday”: @,

“OpeningHourPeriodF romMon e,
“OpeningHourPericdUntilbay”: @,

“OpeningHourPericdUntilMonth™: @,

“"RewVersion": "string”,

Response Content Type

Parameters

Parameter Value Description %?‘;:meter Data Type
skip [ | query. integer
take [ | query integer
modifiedonorAfterDate | ] query date-time
collectionPointTd [ |

query integer




MyFost Partner API

 The API is currently under heavy development and

should be considered to change.

* You can test the API by using the user interface “try it
out!” button.

Parameters
Parameter Value Description _ll:_“;ra[rlaemeter Data Type
skip | | query integer
take | | query integer
modifiedOnOrAfterDate | | query data-time
collectionPointId | | query integer




How to connect? - Client Authentication
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« We use Client Authentication instead of Basic Authentication to
authenticate with IdentityServer, e.q.

« Confidential applications (aka clients) requesting tokens at the token
endpoint

« APIs validating reference tokens at the introspection endpoints (aka
clients) requesting tokens at the token endpoint

* Secret parsing and validation is an extensibility point in IdentityServer, out
of the box it supports shared secrets as well as transmitting the shared
secret via a Basic Authentication Header or the POST bodly.

e https://docs.identityserver.io/en/latest/topics/client authentication.html



https://docs.identityserver.io/en/latest/topics/client_authentication.html

How to connect? - Client Authentication
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Step overview:
1. Create Clientld and ClientSecret for your API user in MyFost

2.Create Client by requesting a token with Clientld and

ClientSecret

3.Use token in HTTP Authentication header



Step 1: Create Clientld & ClientSecret

* Create Clientld and ClientSecret in the User Detail page
of MyFost

FDStplUSO MyFost

Startpagina | Gebruikers

Oz Factory IAM Group All ¥ = StanSamyn | Afmelden

NL

Gebruiker

Gebruikersnaam OzFac

E-mail OzFac@O0zIsThuis.nl Voornaam 0z Achternaam Fac
Geslacht Man v Taal Nederlands A

Actief =

Geactiveerd op 26.03.2020 13:58

Toegang tot

@ Geef hieronder eerst op tot welke gegevens de gebruiker toegang moet hebben. Dan kan je, per toegevoegde partner/lid, de rollen beheren. Doe dit voor alle toegevoegde
partners/leden. Klik dan op 'Verstuur paswoord e-mail. De gebruiker ontvangt dan een e-mail met een activatielink. De toegangen en de rechten kunnen later nog aangepast worden indien

gewenst.
Partner / Lid Partijtype artner / Lid toevoegen
Partner The Oz Factory IAM Europe bv Partner
The OZ Factory IAM BELGIUM Lid
The 07 Factory IAM BELGIUM 2 Lid
The O7 Factory TAM Europe Lid
Api client

©® Hieronder kan een clientId/clientSecret worden aangemaakt om toegang te krijgen tot de myFostAPIL. Eens er een clientId is aangemaakt kan het clientSecret opnieuw worden
gegenereerd. Het clientld en het clientSecret kunnen dan worden gekopieeerd.



Step 1: Create Clientld & ClientSecret
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 Clientld & ClientSecret are generated and shown

* Do not forget to copy the ClientSecret, because it is
only displayed temporarily!

* You can always generate a new ClientSecret

Api client

© Hieronder kan een clientld/clientSecret worden aangemaakt om toegang te krijgen tot de myFostAPI. Eens er een clientld is aangemaakt kan het clientSecret opnieuw worden
gegenereerd. Het clientld en het clientSecret kunnen dan worden gekopieeerd.

party_client_b3476583803f418c8d9ef56c94ddf331 7

hnAv7-UGPIDOPxy7X00YKvM4xe2BYrzArsfZAelklZo

Client secret

©® Het clientSecret wordt slechts éénmaal getoond, vergeet niet om dit meteen te kopieren!



Step 2: Create Client by requesting a token with Clientld
and ClientSecret

 Read

https://docs.identityserver.io/en/latest/quickstarts/1 cli
ent credentials.html#calling-the-api

 Parameters
« Address = https://account.fostacc.be/connect/token
» Clientld (see previous steps)
» ClientSecret (see previous steps)
« Scope = myfostapi


https://docs.identityserver.io/en/latest/quickstarts/1_client_credentials.html#calling-the-api

Step 3: Use token in HTTP Auth header

 https://docs.identityserver.io/en/latest/quickstarts/1 cli
ent credentials.html#calling-the-api

« Resulting in:

¥ Request Headers view source
Accept: application/json, text/plain, */*
Accept-Encoding: gzip, deflate, br
Accept-Language: nl
Authorization: Bearer eyJhbGci0iJSUzI1NiIsImtpZCIAIjUSQ]cBNDE3MTZ20DQyODRBNINBMDNGMjRGREVDMUZENTg4Q8TI10kQiLCI8eXAi0iThdCtqd3QiLCIANXQi01IXYmRFRnhobl1FvU21PZ1B5VDk3Q19Wal10YjALif
Q.eyluYmYiOjE10TcAMzk3NTks ImV4cCIBMTUSNZzg@MzM105wiaXNzIjoiaHRGcHMELy 9hY2NvdWS@LmZveIROZXNGLMI 1 TiwiYXVkIjoib2x5bXBleylteWZve3QilCljbGl1bnRFakWQi0ilvbHItcHVZLWISZm9zdCIsInN1YiT
BIINEYWAuUZFteWSAcmVhbGRvbG11bi5jb21AZm9zdHBs dXMuYmUiLCIhdXRoX3RpbWULIOFELOT cAMjkxNzEsImlkcCIOIMFhZCIsImVEYWlsIjoiU3RhbiSTYW15bkByZWFsZG9sbWVulmMvbSIsInNjb3B1IjpbImSwiWSpZCls
InByb2ZpbGUil CI1bWFpbCIsInVzZXIuYW11Tiwib2x5bXBlcy1teWZyve3QiXswiYilyIjpbImV4dGYybmFsI119. gmdWdsZpX5_8FOtpg3VfwlaybNBAUmFQ2ICugx6_Q5NVcSDg9uyhHD26WebNOOE0SVSLARquCdv3oXBGFRIS
YQMdB8SyVD-gWCImFO1XjXdmuK T sx8PAITqMrWBFb-JMBIEL]7WsPGOrI 1C_GuodjsVBcyidR2MCq]IrgYHeB1VQySaEMe6dkMS 2hRFBVddPBbE7mgpgDF 15 IHPYFB03NLT9iN2t2qBgbzHm1Qx1uYPRFH_6_GY7bzIphoxjlstg
1AgZI1zzmKHINYi0f@XXZhqBB2sf1dVKeKighDbMKonal_-DSDRXCRI17PS4sYM3e@zGrHTZcE_BzCgtt91EA


https://docs.identityserver.io/en/latest/quickstarts/1_client_credentials.html#calling-the-api

OPEN API Specification

Fostplus®

 The MyFost Partner API is a web based REST API, and is
described according to the Open API Specification
(OAS). This specification defines a standard,
programming language-agnostic interface description
for REST API’s.

* You can download the OpenAPI Document from the URL
shown in the upper left corner of the MyFost Partner
API Explorer website

https://myfostpartnerapi.fostacc.be/docs/v1.0/swagger



https://github.com/OAI/OpenAPI-Specification
https://myfostpartnerapi.fostacc.be/docs/v1.0/swagger

Concepts - ID’s

 MyFost Objects

 "Object Id”: Every MyFost Object that can be created,
updated or listed through the API has an id field that is used
to refer to the object in other API calls.

{

"weighingTicket": {
"id": "string",
"senderPartyId": o,
"receiverPartyId": o,
"isWeighingAtReceiverIn": true,
"luFractionId": 0,
"luMaterialld": o,

"transporterName": "string",
"city": "string",
"weighingTicketNumber": "string",



Concepts — Foreign Keys

 MyFost Objects

* “"Foreign Key Id": when a MyFost Object references another
MyFost Object the attribute name ends with “Id”. This is a
reference to another MyFost Object.

{
"weighingTicket": { {
"id": "string", "partners”: [
"senderPartyId": o, {
"receiverPartyId": 0, "id": 21960,

"isWeighingAtReceiverIn": true, "partyNumber": "P00028",
"luFractionId": @, "name": "Renewi (MOESKROEN)",

"luMaterialId": o, "shortName": "VGW MOESKR."
"transporterName": "string", 1]

"city": "string", }

"weighingTicketNumber": "string",



Concepts — Lookup Objects

 MyFost Objects

« "Lookup Objects”: Some MyFost Objects refer to other
MyFost Objects. For example, a "weighingTicket” refers to a
type of Fraction (PMD, glass, paper-cardboard).

These reference lists are called Lookup Objects and are
always prefixed with the letters lu (referring to lookup). The
MyFost objects for Fractions is luFractions. The attribute
from weighingTicket referring to luMaterials is luMaterialld

"weighingTicket": { "luFractions”: [
"id": "string", {
"senderPartyId": o, "id": o,
"receiverPartyId": o, "code": “string”,
"isWeighingAtReceiverIn": true, "name": “string”,
“lufractiondd™: @, "notValidBeforeDate": "2017-11-09",
“lulaterialid”: e, "notValidonOrAfterDate": "2017-11-09"
"transporterName": "string", }
"city": "string", ]
"weighingTicketNumber": "string",



Concepts - Finding ID’s in MyFost
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« When you want to create a delivery or weighing ticket, ‘}/ou need
to supply some ID’s associated with a specific material flow.

* For this reason, we supplied an overview of the material flows
and their associated ID’s in MyFost to use in the API requests.

 The overview can be found by clicking on “"Parameters Material
flows” in the API section of the dashboard of MyFost.

« See the next slides for an example on how to find and use the
ID’s in API requests.



Concepts - Finding ID’s in MyFost
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Concepts — Finding ID’s in MyFost

Receiver
receiverClltractLineld Li]
receiverPartyld @
luMaterialld @

isweighingAtReceiverin @

Fost Plus - MyFost

ghingTicket":

"luFractionId
Materialld":
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ingTicketNumber":

"tripNumber
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Quantd




Concepts - Lists

 Lists: every API call that returns a list provides 2
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parameters skip and take to be able to page the result
and returns an an object containing an “array” and an

attribute “totalCount” which contains the number of

items returned in the array.

{

"countries"”
nigne
"code”

314,
LT,

"name": "OOSTENRIJK"

https://myfostpartnerapi.fostacc.be/api/v1.0-Alpha/countries?skip=0&take=100 ;,
{

"id": 324,
"code": "AU",
"name": "AUSTRALIA"
I
{
"id": 309,
"code": "BE",
"name": "BELGIE"
I
{
"id": 335,
"code": "ZA",
"name": "ZUID AFRIKA"
}
1,
"totalCount": 42



Concepts - Other API calls and
facts

Fostplus®

- /api/LuFractionLuMaterials lists all possible
combinations between fractions and materials.

« When posting an update for an object, you must use
the rowVersion attribute. To get the correct rowversion,
you can use the Get a "Object” action.



https://myfostapi.fostacc.be/Swagger/#!/LuFractionLuMaterials/LuFractionLuMaterials_Index

Concepts — POST return values

« After posting a new object the API returns the object
with Id.

Create or update a weighing Ticket

REQUEST URL

RESPONSE BODY

"weighingTicket™: {
"id":
"lukeighingTicketStatusId™:
"senderPartyId"”: o
"receiverPartyId”: 5
"isWeighingAtReceiverIn":
"luFractionId”
"luMaterialld”:
"transporterName™
“city": "¢
"weighingTicketNumber™:
"projectId":
“tripNumber™: °
"licencePlate”
"weighDateTime"
"collectingDate
"firstWeighing
"secondWeighing”:
"netto”:
"remark:
“rowVersion":

I

"validationErrors":

RESPONSE CODE




Concepts — POST return values

o If there is a problem with the posted object you'll

receive a response (400) and message which one or
more validation errors.

REQUEST URL

https://myfostapi.testplus.local/api/vl.@-Alpha/weighingTickets

RESPONSE BODY

RESPONSE CODE




Samples

» In the next slides, we provide detailed information

about which data to supply for some important API calls

« Samples of these API calls can be found in the
“samples.zip” file

 These samples are fictional and for demonstration
purposes. Look in MyFost (see previous slides) for the
correct ID’s



Fostplus®

API: detailed instructions for
specific calls




Create or update a weighingTicket
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 An important POST method we provide in the MyFost
Partner API is for the weighingTicket object

* In the next slides we’ll provide details of the data you
need to provide



WeighingTicket Request

N S

weighingTicket Object The weighingTicket (see next slide)

validateWeighingTicket Boolean validate the weighing ticket ? This makes the weighing ticket available for the other
partner (senderPartyld/receiverPartyld depending on the weighingTicket attribute
isWeighingAtReceiverin)

Yes = true, No = false
Every night all weighingTickets are auto validated.



The weighingTicket object

e S

senderPartyld

receiverPartyld

isWeighingAtReceiverin
luFractionld
luMaterialld
transporterName

city
weighingTicketNumber

tripNumber

licencePlate

weighDateTime

firstWeighing
secondWeighing
balesQuantity

remarks

Number

Number

Boolean

Number

Number

String

String

String

String

String

DateTime

Number

Number

Number

String

The partner/party id of the sender
you can find these in the list /api/v1.0-Alpha/parties/myPartners

The partner/party id of the receiver
you can find these in the list /api/v1.0-Alpha/parties/myPartners

Is the freight weighed in or out ? In = true, Out = false

The fraction Id from the lookup list /api/v1.0-Alpha/luFractions

The material Id from the lookup list /api/v1.0-Alpha/luMaterials

Optional name of the transporter, empty string if not available
Optional name of the city or cities where the freight was collected
A unique reference to the weighbridge weighing

Optional unique reference for a delivery, usually used by the sender to connect the
weighingTicket to a planned delivery

Licence plate number of the weighed truck

Date and time of the weighing (first weighing)
formatted as 2017-10-29T09:55:34

Weight of the first weighing in kilograms
Weight of the second weighing in kilograms
Optional amount of bales

Optional remarks, empty string if not available



https://myfostapi.fostacc.be/api/v1.0-Alpha/parties/myPartners
https://myfostapi.fostacc.be/api/v1.0-Alpha/parties/myPartners
https://myfostapi.fosttest.be/Swagger/#!/LuFractions/LuFractions_Index
https://myfostapi.fosttest.be/Swagger/#!/LuMaterials/LuMaterials_Index

Create a Deliver

Fostplus®

 Another important POST method we provide in the
MyFost Partner API is for the delivery object

* In the next slides we’ll provide details of the data you
need to provide



Delivery Request

N S

delivery Object The delivery (see next slide)



The delivery object

N S

collectingDate

senderPartyld

receiverPartyld

senderLuActivityld
senderLuFractionld
receiverLuMaterialld
deliveryProjects

senderLuCollectingSystemld

deliveryPostalCodes
senderContractLineContainers

IsCollectingByDay, IsCollectingAtNight and
IsCollectingIntheEvening

isTouristic

isAssociation

DateTime

Number

Number

Number
Number
Number
Array of Object

Number

Array of objects
Array of objects

Boolean

Boolean

Boolean

Provide the collecting Date formatted as 2017-10-29 or 2017-10-29T09:55:34

The partner/party id of the sender
you can find these in the list /api/v1.0-Alpha/partners

The partner/party id of the receiver
you can find these in the list /api/vi.0-Alpha/partners

The activity Id of the sender (lookup list /api/v1.0-Alpha/luActivities)

The fraction Id of the sender (lookup list /api/v1.0-Alpha/lufractions)

The material Id of the receiver (lookup list /api/v1.0-Alpha/luMaterials)

The projects of the delivery (see next slides)

The collectingsystem Id of the sender
(lookup list /api/v1.0-Alpha/luCollectingSystems)

The postal codes of the delivery (see next slides)
The containers of the sender (see next slides)

Time indication of collection (only 1 true)

Is the collection touristic?

Is the freight collected by an association?

Fostplus®


https://myfostapi.fosttest.be/Swagger/#!/Partners/Partners_Index
https://myfostapi.fosttest.be/Swagger/#!/Partners/Partners_Index
https://myfostapi.fosttest.be/Swagger/#!/LuFractions/LuFractions_Index
https://myfostapi.fosttest.be/Swagger/#!/LuMaterials/LuMaterials_Index

The delivery object

L

licencePlate
transporterName
tripNumber
isDistributionProjectByBales

weighingTicket

deliveryDistributions

deliveryDistributionGlassBinWeighings

String
String
String
Boolean

Object

Array of objects

Array of objects

Licence plate number of the weighed truck

Optional name of the transporter, empty string if not available
Optional unique reference for a weighingTicket

Is the distribution done in bales?

Optional weighingTicket if you want to create and connect them together (see previous
slides)

Provide the distributions on postal codes or collectionpoints
(see next slides)

Provide the glassbinweighings and create distributions for it. Cannot be used in
combination with deliveryDistributions.
(see next slides)




The deliveryProject object

e e

projectld Number Id of the project
nettoPercentage Number Percentage of the netto weight of the freight
balesQuantity Number Amount of bales

The deliveryPostalCode object

postalCodeld Number Id of the postalCode



The deliveryDistribution object

S

postalCodeld Number Id of the postalCode
collectionPointld Number Id of the collectionPoint
nettoPercentage Number Percentage of the netto weight of the freight

The contractLineContainer object

e e

luContainerTypeld Number The cotainertype Id of the container
(lookup list /api/v1.0-Alpha/luContainerTypes)

containerVolume Number Volume of the container



The deliveryDistributionGlassBinWeighing
object

N S

glasssBinld Number ID of the glass bin
(Get from/api/v1.0-Alpha/glassBins/myGlassBins)

nettoWeight Number The netto weight of the glass bin weighing

collectionPointld Number The id of the collection point



Create a Glass Bin Weighing
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o [t is possible to create glass bin weighings for a trip
with a POST request via the API

* In the next slides we’ll provide details of the data you
need to provide



Glass Bin Weighing Request

e S

tripWeighings Object The glass bin weighings for a certain trip (see next slide)



The tripWeighings object

S

partyld Number The ID of the partner
(get from /api/v1.0-Alpha/parties/myPartners)

tripNumber String The trip number
collectionDate DateTime Provide the collecting Date formatted as 2017-10-29 or 2017-10-29T09:55:34

glassBinWeighings Array of objects The individual glass bin weighings (see next slide)



The glassBinWeighing object

N S

collectionPointld Number The ID of the collection point
glassBinld Number The ID of the glass bin
(get from /api/v1.0-Alpha/glassBins/myGlassBins)

luMaterialld Number The ID of the material
(lookup list /api/v1.0-Alpha/luMaterials)

nettoWeight Number The netto weight of the weighing



